
1         |         Nissan TechNews

The 
Infamous 
U1000 
Code 
A Study in 
Nissan Network 
Diagnostics

TechNews
May 2021



Nissan TechNews     May 2021    |    2

The Infamous U1000 Code

It is often a moment of 
considerable discomfort for 
many technicians when faced 
with the message on their 
scanner, “No Communications.” 
Usually, it is accompanied by 
other complaints that may 
range from troubles in the 
operation of controls like HVAC, 
power mirrors, backup camera, 
turn signals, etc., since almost 
every output in modern vehicles 
is now controlled via some kind 
of network-based signal. 

In our study today, we will be 
troubleshooting a no-crank, 
no-start complaint on two dif-
ferent vehicles; a 2006 Nissan 
Pathfinder and a 2010 Nissan 
Frontier, both equipped with 
the 4.0 L engine and the auto-
matic transmission. While the 
vehicles are representative, the 
troubleshooting procedures 
described have been shown to 
be effective across a range of 
manufacturers and vehicles.

Let’s begin with a brief overview 
of irritating words that tend 
to create confusion, since the 
words themselves are non-

Of note here is that many 
technicians are unaware that 
non-OBD CAN networks are 
not required to conform to 
these standards and therefore 
non-emissions modules may 
have a waveform signature 
quite different from that on the 
OBD CAN network. Fourth, the 
DLC (Data Link Connector) will 
communicate with the scan 
tool on pins 6 and 14.

Next, we have to consider the 
other non-intuitive word “topol-
ogy.” See Figure 1 for a typical 
Nissan CAN network topology. 

Note that this vehicle is 
equipped with what we call a 
“star network.” In other words, 
each module on the bus is 
connected to the others and to 
the DLC via a common splice, 
so that every module has an 
independent path back to the 
splice and then a shared line 
back to the data link connector. 

Unfortunately, Nissan does not 
locate the 120 ohm resistors 
in the diagram, but in our 
experience (and as we will see 

intuitive, at least in the opinion 
of this author. Let’s start off with 
the word “protocol.” The vehicles 
we want to look at in this article 
are equipped with the OBD CAN 
protocol. Because of the “OBD” 
designation, we know we can 
depend on certain things being 
true, since they are dictated by 
CARB regulations relating to on-
board diagnostics. 

First, it will be a two-wire 
network (there are single  
wire networks that use the  
CAN protocol, but they are not 
OBD). Second, there will be two 
120 ohm resistors found on 
each “end” of the network (end 
is in quotes because the star 
topology that we are looking 
at next technically doesn’t 
have “ends,” only the linear 
topology). Third, the CAN high 
or positive waveform will be 
roughly from 2.5 to 3.5 volts 
(Nissan deviates slightly on this 
one by adding 0.25 volts on 
both), and CAN low or negative 
will be from 2.5 to 1.5 volts. This 
is a very big help as it is true of 
all OBD CAN networks. 
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Figure 1: 2010 Nissan Frontier 4x4 CAN system network diagram
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Figure 2: 2014 Malibu CAN BUS diagram
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Second, we will identify the 
network topology via the wiring 
schematic and see which 
modules the vehicle has or 
should have. Sometimes this 
is harder than it sounds due 
to different configurations 
of options or, as some 
manufacturers like to call it,  
“as-built” or “RPOs” as in 
“Regular Production Options.” 

Third, we will disconnect the 
battery and check the network 
resistance. We do this between 
pins 6 and 14 since our OBD 
protocol guarantees us that 
those two pins will be the two 
wires; CAN high or positive on 
pin 6 and CAN low or negative 
on pin 14. 

Our next step, not always 
necessary if we find something 
in the previous step, is to look 
at the network waveform with 
a scope. This job can be done 
with a voltmeter, but it is far 
from the preferred method.

Our (hopefully) last step is to 
start disconnecting modules to 
isolate the issue. The trajectory 
of our diagnosis is often 
predicated on our findings in 
each step, so hopefully looking 
at two real-life cases will 

on both vehicles we analyze in 
this article), one of the resistors 
is always located in the ECM. 
An alternative configuration, 
used by Nissan in a “hybrid” 
(combination of more than 
one type of topology), is the 
linear topology, preferred by 
some manufacturers such as 
GM. Figure 2 is a typical linear 
topology as found on a 2014 
Chevrolet Malibu.

The reason the topology 
matters for troubleshooting 
purposes is as follows: If the 
ECM on the Malibu needs to 
communicate with the BCM 
for purposes of validating the 
key code, for example, that 
communication must pass 
through the TCM, PSCM, and 
EBCM. There is no alternative; 
so, if an open exists in one 
of those three modules, the 
vehicle will not start and 
communication may be 
lost with several modules. 
However, on the plus side, 
GM sets module-specific 
communication codes which 
can be a great help. 

For example, in the scenario 
supposed above, if the PSCM 
was open circuit, we would 
likely have these specific codes 
in both the EBCM and the BCM: 
U0130 (lost communications 
with the PSCM), and U0100 (lost 
communications with ECM). 
Those codes can really help 
point us in a direction as to 
where the trouble lies. Note that 
the modules with the codes 
are rarely the modules with 
the problem, since more often 
than not, the failed module is 
incapable of telling on itself. An 
exception to this sometimes 
occurs when the module in 
question communicates on two 
different networks; it can code 
for itself by reporting on the 
network that functions.

More sophisticated Nissan 
and Infiniti vehicles use the 
linear topology configuration 
to connect two, or sometimes 
three, star networks. You will 
need to bear that in mind 
should you have a need to 
troubleshoot one of these 
vehicles. The vehicles we are 
troubleshooting today have a 
single star network.

So, now that we have that 
messy stuff out of the way, 
let’s dig into our first problem 
vehicle, a 2006 Nissan 
Pathfinder 2wd with a no-
start, no-crank complaint. We 
will start with defining our 
diagnostic strategy for OBD 
CAN networks in general. 

First, we scan all modules to 
see who is talking and who 
isn’t. Presumably the scanner 
function of “scan all modules” 
will execute this automatically, 
but we have found that 
sometimes it doesn’t work that 
way with aftermarket scanners. 
To ensure that a module not 
scanned in the mode of “scan all 
modules” is checked, always try 
to scan modules individually if 
they do not show up on the list 
of scanned modules. 

Figure 3: 2006 Nissan Pathfinder module scan results

Verified parts replacement data not available. Tap the 
wrench icon for more results.

Code Scan Results

Sytems detected: 4

Engine - Codes: 7

Transmission - Codes: 1

Antilock Brakes - Codes: 3

Airbag - Codes: 0
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illustrate this well, starting with 
the 2006 Pathfinder no-crank. 

The “scan all modules”  
function on our Pathfinder 
scans four modules, three  
of which have codes.

The network diagram indicates 
all modules that could be on the 
vehicle, assuming it is equipped 
with all options. Our vehicle is 
a stripped model so let’s look 
at the network diagram to see 
how many modules should be 
showing up on the scan. 

Our vehicle is not 4wd, so we 
don’t have a transfer case 
module. Next, because this is a 
stripped model, we do not have 
a driver’s seat control unit or 
a Display Control Unit. But we 
should have all of the following: 
ECM, TCM (AT), Meter, BCM, 
Air bag, SAS (Steering Angle 
Sensor), ABS, and IPDM. Instead, 
we have only ECM, TCM, ABS, 
and Air bag.

Our next step is to see which 
codes we have. Unfortunately, 
Nissan often only provides us 
with the generic U1000 code. 
We also note (without surprise) 
that we have a P1612 NATS code 

which is to be expected without 
communication with the BCM. 
An additional code registered is 
the P1212 TCS (Traction Control 
System) communications line. 
This code, along with others 
registered in the ECM memory, 
are what are called “sympathy 
codes,” and are very common 
distracters when troubleshoot-
ing network problems. 

Inexperienced techs sometimes 
get sidetracked by these codes, 
but consider this description 
under Nissan service 
information for the P1212: “If 
DTC P1212 is displayed with DTC 
U1000 or U1001, first perform 

the trouble diagnosis for DTC 
U1000….” Thinking it through, 
traction control is executed 
when the ABS module detects 
wheel slip on acceleration and 
has to interface with the vehicle 
ECM in order to reduce throttle 
plate position, or possibly 
retard the spark, or even shut 
down injectors. When there 
is a communications fault, 
obviously this system would be 
disabled and therefore these 
“sympathy” codes will set. 

So, as our codes are not much 
help, we move on to our next 
step, which is to check the total 
network resistance. While this 

Verified parts replacement data not available. Tap the 
wrench icon for more results.

Code Scan Results

Engine - Codes

U1000 CAN Communication Circuit Fault

P1212 TCS/Communication Line Circuit

P1610 NATS Malfunction

Figure 5: ECM codes

Figure 4: 2006 Nissan Pathfinder CAN network schematic
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corresponding disappointment 
when no change was noted. 
But, as things sometime go, 
it wasn’t until the ECM was 
unplugged that the resistance 
returned to the anticipated 120 
ohms (actually 128). 

A used ECM was sourced  
and plugged in. Resistance  
was rechecked.

Extra trouble was encountered 
in overcoming the anti-theft 
system due to the use of a 
used ECM but, once that was 
overcome, the vehicle started 
and ran normally with all 
modules back online.

Moving on to our 2010 Nissan 
Frontier with an identical 
complaint of no-crank, no-
start, we started with a scan of 
all modules. The following  
report comes from the  
Snap-On software known  
as ShopStream Connect.

development so a scope check 
was done.

This pattern is about as far 
from a good OBD CAN as one 
can get, but ironically there  
are still four modules capable  
of communicating.

Typically, one would think that 
the problem would be with one 
of the non-communicating 
modules. That is indeed what 
we thought and we began the 
tedious job of accessing and 
unplugging the non-communi-
cators. None of them improved 
our 10 ohm reading, so we pro-
ceeded on to check the mod-
ules that were communicating. 

The air bag module was 
communicating, and when 
it was found (inconveniently 
located below the center 
console) with red paint 
markings typical of salvage yard 
parts, it was unplugged with 
considerable anticipation and 

doesn’t always help, in this 
case we realize we have found 
an issue indeed. The number 
should be 60 ohms, since 
the mandatory two 120 ohm 
resistors are wired in parallel 
in the network wiring. While 
individual additional modules 
put a very slight parallel load 
on the circuit, their resistance 
is typically so high that the 
60 ohms remains virtually 
unaffected. However, our 
reading is not 60 ohms,  
but 10 ohms.

We are definitely onto 
something here. It might be a 
shorted wiring problem, but 
that is somewhat unlikely since 
there is some communication 
going on with the bus. A short 
would almost certainly bring 
the whole bus to a screeching 
halt. A scope check was 
probably not necessary, but 
curiosity is often a helpful 
trait in the auto technician 

Figure 6: OBD CAN bus resistance

Figure 7: CAN bus defective waveform

Figure 8: CAN bus resistance ECM unplugged

Figure 9: Used ECM resistance
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Seven modules are report-
ing, and five of them have our 
U1000 code; but our model is 
a 4wd and should have shown 
a 4wd module (see Figure 10). 

Scanning 
it inde-
pendently, 
we found 
that it com-
municated 
just fine, 
in spite of 
being miss-
ing from the 
all-module 
scan (see 
Figure 11). 
Why this was 

the case remains a mystery, but 
it may just be a mistake in the 
Snap-On software. We looked 
up the network topology (see 
Figure 1 on page 2) and found 

that it could have a differen-
tial lock module. An inspection 
under the rear of the vehicle 
confirmed that this model DOES 
NOT have the differential lock. 
What was obviously missing 
from our scan was the man-
datory ECM. Attempting to 
communicate with it gave us 
the “No Communications with 
selected module” message.

Following procedure, our 
next step was to disconnect 
the battery and check the 
resistance between pins 6 
and 14. But this time we did 
not find similar success as 
compared to the last vehicle. 

Figure 12: DVOM readings of network with ECM 
plugged (top) and unplugged (bottom)

Pre Scan Vehicle System Report
VEHICLE INFORMATION

VIN ---AD----A-------
MAKE Nissan
YEAR 2010
MODEL Frontier
ENGINE 4.0L V6 MFI (VQ40DE)
SYSTEM CodeScan
LICENSE PLATE
ODOMETER

CODE SCAN RESULTS
Systems Analyzed: 7

Transmission - Codes: 1
Antilock Brakes - ABS Codes: 2
Airbag: 0
Body Control Module - Current Codes: 1
Body Control Module - Current Codes: 0
�Intelligent Power Distribution Module -  
Current Codes: 1
�Intelligent Power Distribution Module -  
Current Codes: 0
Meter: 0
Tire Pressure Monitor - Codes: 1
�OBDII - Codes and Monitors for this vehicle  
can be accessed using OBD-II/EOBD
OBDII permanent Codes ($0A): 0

Transmission - Codes
U1000 | CAN Communication Circuit Fault

Antilock Brakes - ABS Codes
C1156 | CAN Communication or Steering Angle Sensor
U1000 | CAN Communication Circuit

Body Control Module - Current Codes
U1000 | CAN Communication Circuit

Intelligent Power Distrubtion Module - Current Codes
U1000 | CAN Communication Circuit

Tire Pressure Monitor - Codes
U1000 | CAN Communication

Figure 10: All modules pre scan system report 

Figure 11: 2010 Nissan Frontier 4x4 module scan

P1820 Engine Rotation Signal Abnormal

U1000 CAN Communication System Abnormal

P1819 Shift Actuator Circuit Abnormality

P1808 ABS Vehicle Speed Sensor Abnormal
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CAN low, ECM connectedCAN high, ECM connected

CAN low, ECM disconnectedCAN high, ECM disconnected
Figure 14: Voltmeter readings of CAN bus with ECM connected and disconnected

Figure 13: Alternate Pico scope capture bad CAN bus waveform ECM connected



Nissan TechNews     May 2021    |    9

The Infamous U1000 Code

Figure 15: CAN bus waveform with ECM disconnected
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Figure 16: ECM power and ground pins

Terminal No. Wire Color Item Condition Data (DC Voltage)

1 BR ECM ground [Engine is running]
•	Idle speed Body ground

66 B Sensor ground  
(Throttle position sensor)

[Engine is running]
•	Warm-up condition
•	Idle speed

Approximately 0V

67 B Sensor ground
[Engine is running]

•	Warm-up condition
•	Idle speed

Approximately 0V

109 W/R Ignition switch
[Ignition switch: OFF] 0V

[Ignition switch: ON] Battery Voltage (11-14V)

115 B
ECM ground [Engine is running]

•	Idle speed Body ground
116 GR

119 R
Power supply for ECM [Ignition switch: ON] Battery Voltage (11-14V)

120 P

121 R/B Power supply for ECM  
(Back-up) [Ignition switch: OFF] Battery Voltage (11-14V)

Resistance was dead on at 61.9 
ohms. To confirm the ECM has 
a terminating resistor, we went 
ahead and disconnected it 
and remeasured resistance as 

illustrated in the photo  
(see Figure 12).

Our next step was to scope 
the OBD CAN bus signal and 

this time we were rewarded 
with a problem signal. Note 
particularly the fact that the 
rest voltage is NOT at 2.5 volts 
and not even very close to it. 
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Also, CAN high and CAN low should be identical 
to each other. They were most assuredly not (see 
Figure 13, page8).

For those of you not equipped with a scope, we 
have provided voltmeter readings to show the 
difference between CAN high and CAN low with 
the ECM connected and then disconnected (see 
Figure 14, next page). When deciding whether 
or not to replace a component valued at over 
$1,000, it is nice to have the scope readings as 
opposed to only those from the voltmeter, which 
gives us an average. Even the high-speed Min/
Max feature of the Fluke 88 Series 5 meter is no 
match for the very fast CAN network. Notice the 
time base on the data capture; there is only 1 ms 
on the entire screen.

VEHICLE INFORMATION

VIN ---AD----A-------
MAKE Nissan
YEAR 2010
MODEL Frontier
ENGINE 4.0L V6 MFI (VQ40DE)
SYSTEM CodeScan
LICENSE PLATE
ODOMETER

NOTES
Type notes here

CODE SCAN RESULTS
Systems Analyzed: 8

Engine: 0
Transmission - Codes: 1
Antilock Brakes - ABS Codes: 3
Airbag: 0
Body Control Module: 0
Intelligent Power Distribution  
Module - Current Codes: 1
Intelligent Power Distribution  
Module - Current Codes: 0
Meter - Current Codes: 1
Meter - Current Codes: 0
Tire Pressure Monitor: 0
OBDII Codes ($03): 0
OBDII Permanent Codes ($0A): 0

Transmission - Codes
U1000 | CAN Communication Circuit Fault

Antilock Brakes - ABS Codes
U1000 | CAN Communication Circuit
C1156 | CAN Communication or Steering Angle Sensor
C1163 | Steering Angle Sensor Circuit Fault

Figure 17: Post ECM replacement all modules scan 
with codes

Figure 18: Steering angle sensor reset procedure

Steering Angle (RESET) RESET

STR ANGLE (⁰) 0.0

VEHICLE INFORMATION

VIN ---AD----A-------
MAKE Nissan
YEAR 2010
MODEL Frontier
ENGINE 4.0L V6 MFI (VQ40DE)
SYSTEM CodeScan
LICENSE PLATE
ODOMETER

NOTES
Type notes here

CODE SCAN RESULTS
Systems Analyzed: 8

Engine: 0
Transmission: 0
Antilock Brakes: 0
Airbag: 0
Body Control Module: 0
Intelligent Power Distribution Module: 0
Meter: 0
Tire Pressure Monitor: 0
OBDII Codes ($03): 0
OBDII Permanent Codes ($0A): 0

CODE SCAN RESULTS
Tests Complete

Misfire
Fuel System
Comprehensive Component
Oxygen Sensor Heater

Figure 19: Final all module scan with all 
codes gone
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Figure 15 (page 9) shows the 
waveform with the ECM disconnected. 
Note how the voltage levels at rest 
are very close to the 2.5 volt OBD CAN 
standard. You can also see the slight 
Nissan non-conformity with the 3.5 
and 1.5 volt standard.

Of necessity, we have to add one 
additional step before we spring for 
the ECM replacement; confirmation 
of the powers and grounds. Missing 
grounds can distort the ECM CAN bus 
signal and it just isn’t worth the risk 
to skip this step. We did not do that 
step on the previous vehicle because a 
missing power or ground would have 
had no effect on the resistance reading, 
and recall that we had abnormally low 
resistance. Figure 16 (page 9) is the table 
used to check powers and grounds 
(which were found to check OK).

This time, in order to avoid the misery 
experienced with the used ECM 
on the last vehicle, a new ECM was 
sourced from Nissan. A VIN write and 
programming were performed using 
NERS software and a subscription 
to the Nissan website (a subject for 
a different article). A rescan was 
performed afterwards and some 
concern resulted from the results  
(see Figure 17, previous page).

Was the SAS faulty? Why does the TCM 
show a U1000? It was feared that we 
have missed something, even though 
the vehicle started and ran just fine. A 
resetting attempt of the sensor was 
made (see Figure 18, previous page).

After the reset, a final scan confirmed 
all codes were resolved (see Figure 19, 
previous page).

To recap the procedure used in just 
a short paragraph: Scan all modules; 
determine the modules that should be 
responding on the bus in question via 
network topology; check the CAN bus 
total resistance; scope the CAN bus 
high and low; proceed with module 
disconnection and power and ground 
confirmation, as required. Isolate faulty 
module or network wiring and repair or 
replace as needed. |

CAUTION: Vehicle servicing performed by untrained persons could result in serious injury to those persons or others. Information contained in 
this publication is intended for use by trained, professional auto repair technicians ONLY. This information is provided to inform these technicians 
of conditions which may occur in some vehicles or to provide information which could assist them in proper servicing of these vehicles. Properly 
trained technicians have the equipment, tools, safety instructions, and know-how to perform repairs correctly and safely. If a condition is 
described, DO NOT assume that a topic covered in these pages automatically applies to your vehicle or that your vehicle has that condition.
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